Unix Lab 6
Due Date:  23/1
Purpose: To become familiar with semaphores.

A semaphore is a counter that can be used to synchronize multiple threads. Linux guarantees that checking or modifying the value of a semaphore can be done safely, without creating a race condition.

Each semaphore has a counter value, which is a non-negative integer.
A semaphore supports two basic operations:

· A wait operation decrements the value of the semaphore by 1. If the value is already zero, the operation blocks until the value of the semaphore becomes positive (due to the action of some other thread).When the semaphore’s value
becomes positive, it is decremented by 1 and the wait operation returns.

· A post operation increments the value of the semaphore by 1. If the semaphore was previously zero and other threads are blocked in a wait operation on that semaphore, one of those threads is unblocked and its wait operation completes (which brings the semaphore’s value back to zero).

Thread Semaphores
A semaphore is represented by a sem_t variable.  Include <semaphore.h>.
· sem_init – initializes semaphore before use.  The first parameter takes a pointer to the sem_t variable. The second parameter should be zero,2 and the third parameter is the semaphore’s initial value.

· sem_destroy – deallocates semaphore when finished.

· sem_wait – waits, as described above

· sem_post – posts, as above

· sem_trywait – non-blocking version of sem_wait.If the semaphore is non-zero, decrements as in sem_wait. Otherwise, returns immediately with error EAGAIN.
· sem_getvalue – stores in its second parameter the value of the semaphore passed in the first parameter. Do not use this to decide if the semaphore is available – could cause race condition.
Process Semaphores

Linux provides a distinct alternate implementation of semaphores that can be used for synchronizing

Processes called process semaphores.

Allocation and Deallocation

semget – allocates a semaphore. Invoke semget with a key specifying a semaphore set, the number of semaphores in the set, and permission flags. The return value is a semaphore set identifier. You can obtain the identifier of an existing semaphore set by specifying the right key value; in this case, the number of semaphores can be zero.

Semaphores continue to exist even after all processes using them have terminated.

The last process to use a semaphore set must explicitly remove it to ensure that the

operating system does not run out of semaphores .To do so, invoke semctl with the

semaphore identifier, the number of semaphores in the set, IPC_RMID as the third argument,

and any union semun value as the fourth argument (which is ignored).The

effective user ID of the calling process must match that of the semaphore’s allocator

(or the caller must be root). Removing a semaphore set causes Linux to deallocate immediately.

Allocating and Deallocating a Binary Semaphore
#include <sys/ipc.h>

#include <sys/sem.h>

#include <sys/types.h>

/* We must define union semun ourselves. */

union semun {


int val;


struct semid_ds *buf;


unsigned short int *array;


struct seminfo *__buf;

};

/* Obtain a binary semaphore’s ID, allocating if necessary. */

int binary_semaphore_allocation (key_t key, int sem_flags)

{


return semget (key, 1, sem_flags);

}

/* Deallocate a binary semaphore. All users must have finished their use. Returns -1 on failure. */

int binary_semaphore_deallocate (int semid)

{


union semun ignored_argument;


return semctl (semid, 1, IPC_RMID, ignored_argument);

}

Example:
/* ID of the semaphore set.     */
int sem_set_id_1;

int sem_set_id_2;

/* create a private semaphore set with one semaphore in it, */
/* with access only to the owner.                           */
sem_set_id_1 = semget(IPC_PRIVATE, 1, IPC_CREAT | 0600);

if (sem_set_id_1 == -1) {

    perror("main: semget");

    exit(1);

}

/* create a semaphore set with ID 250, three semaphores */
/* in the set, with access only to the owner.           */
sem_set_id_2 = semget(250, 3, IPC_CREAT | 0600);

if (sem_set_id_2 == -1) {

    perror("main: semget");

    exit(1);

}

Note that in the second case, if a semaphore set with ID 250 already existed, we would get access to the existing set, rather than a new set be created.

Initializing Semaphores

Allocating and initializing semaphores are two separate operations. To initialize a semaphore,

use semctl with zero as the second argument and SETALL as the third argument.

For the fourth argument, you must create a union semun object and point its array

field at an array of unsigned short values. Each value is used to initialize one semaphore

in the set.

Initializing a Binary Semaphore

#include <sys/types.h>

#include <sys/ipc.h>

#include <sys/sem.h>

      /* We must define union semun ourselves. */


union semun {



int val;



struct semid_ds *buf;



unsigned short int *array;


struct seminfo *__buf;


};

      /* Initialize a binary semaphore with a value of 1. */

      int binary_semaphore_initialize (int semid)

      {


union semun argument;


unsigned short values[1];


values[0] = 1;


argument.array = values;


return semctl (semid, 0, SETALL, argument);

       }
Example:

/* use this to store return values of system calls.   */
int rc;

/* initialize the first semaphore in our set to '3'.  */
rc = semctl(sem_set_id_2, 0, SETVAL, 3);

if (rc == -1) {

    perror("main: semctl");

    exit(1);

}

/* initialize the second semaphore in our set to '6'. */
rc = semctl(sem_set_id_2, 1, SETVAL, 6);

if (rc == -1) {

    perror("main: semctl");

    exit(1);

}

/* initialize the third semaphore in our set to '0'.  */
rc = semctl(sem_set_id_2, 2, SETVAL, 0);

if (rc == -1) {

    perror("main: semctl");

    exit(1);

}

Wait and Post Operations

Each semaphore has a non-negative value and supports wait and post operations. The

semop system call implements both operations. Its first parameter specifies a semaphore

set identifier. Its second parameter is an array of struct sembuf elements, which specify

the operations you want to perform. The third parameter is the length of this array.

The fields of struct sembuf are listed here:

· sem_num is the semaphore number in the semaphore set on which the operation is performed.

· sem_op is an integer that specifies the semaphore operation. If sem_op is a positive number, that number is added to the semaphore value immediately.


If sem_op is a negative number, the absolute value of that number is subtracted from the semaphore 
value. If this would make the semaphore value negative, the call blocks until the semaphore value 
becomes as large as the absolute value of sem_op (because some other process increments it).


If sem_op is zero, the operation blocks until the semaphore value becomes zero.

· sem_flg is a flag value. Specify IPC_NOWAIT to prevent the operation from blocking; if the operation would have blocked, the call to semop fails instead. If you specify SEM_UNDO, Linux automatically undoes the operation on the semaphore when the process exits.
Wait and Post Operations for a Binary Semaphore

#include <sys/types.h>

#include <sys/ipc.h>

#include <sys/sem.h>

/* Wait on a binary semaphore. Block until the semaphore value is positive, then decrement it by 1. */

int binary_semaphore_wait (int semid)

{


struct sembuf operations[1];


/* Use the first (and only) semaphore. */


operations[0].sem_num = 0;


/* Decrement by 1. */


operations[0].sem_op = -1;


/* Permit undo’ing. */


operations[0].sem_flg = SEM_UNDO;


return semop (semid, operations, 1);

}
/* Post to a binary semaphore: increment its value by 1. This returns immediately. */

int binary_semaphore_post (int semid) 
{


struct sembuf operations[1];


/* Use the first (and only) semaphore. */


operations[0].sem_num = 0;


/* Increment by 1. */


operations[0].sem_op = 1;


/* Permit undo’ing. */


operations[0].sem_flg = SEM_UNDO;


return semop (semid, operations, 1);

}
Specifying the SEM_UNDO flag permits dealing with the problem of terminating a

process while it has resources allocated through a semaphore. When a process terminates,

either voluntarily or involuntarily, the semaphore’s values are automatically

adjusted to “undo” the process’s effects on the semaphore. For example, if a process

that has decremented a semaphore is killed, the semaphore’s value is incremented.

Example:

/* this function updates the contents of the file with the given path name. */
void update_file(char* file_path, int number)

{

    /* structure for semaphore operations.   */
    struct sembuf sem_op;

    FILE* file;

    /* wait on the semaphore, unless its value is non-negative. */
    sem_op.sem_num = 0;

    sem_op.sem_op = -1;  

    sem_op.sem_flg = 0;

    semop(sem_set_id, &sem_op, 1);

    /* we "locked" the semaphore, and are assured exclusive access to file.  */
    /* manipulate the file in some way. for example, write a number into it. */
    file = fopen(file_path, "w");

    if (file) {

        fprintf(file, "%d\n", number);

        fclose(file);

    }

    /* finally, signal the semaphore - increase its value by one. */
    sem_op.sem_num = 0;

    sem_op.sem_op = 1;      

    sem_op.sem_flg = 0;

    semop(sem_set_id, &sem_op, 1);

}

Debugging Semaphores

Use the command ipcs -s to display information about existing semaphore sets. Use

the ipcrm sem command to remove a semaphore set from the command line. For

example, to remove the semaphore set with identifier 5790517, use this line:

% ipcrm sem 5790517

Assignment

You will implement a game called War by using the semaphore system calls and functions. 

War will initially fork two processes, process 1 (executable of process1.c) and process2 (executable of process1.c). Each process will sleep for a random amount of time before competing on accessing the semaphore. The one that goes through first will kill the other process, increment its counter, fork a new process, and signal the semaphore. 

The winning process (winner of the current battle) will then sleep for a random amount of time before competing again against the newly created process, and so on. The counter of each new process is reset before it enters the battlefield. The one process that wins 3 consecutive battles (i.e. when it's counter becomes 3) will win the War and terminate the game. 

Programming: 

1- Write a C program (war.c) to initially launch the two processes. 

2- Write one C program (process1.c) that will perform the specifications explained in the previous section. 

The following statistics will be reported by the winning process: 

1. WAR launching time. 

2. Time of creation of the processes 

3. Time of termination of the process 

You will submit two C programs, (war.c and process1.c).
Reference: “Advanced Linux Programming”, www.advancedlinuxprogramming.com.

http://users.actcom.co.il/~choo/lupg/tutorials/multi-process/multi-process.html
בהצלחה!

